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Preliminaries\GIFT-64

GIFT is a lightwight bit-wise block cipher with Substitution-Permutation-Network,
which Banik et al. proposed at CHES' 2017.
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Fig. One round encryption of GIFT-64
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Preliminaries\GIFT-64

> Bit Permutation, diffuse 4 bits in each cell to 4 cells in the next round.

Pli] = {4[1I6J + 16 (BLE mid 16J + (i mod 4) mod 4) + (i mod 4)} mod 64.

» Key Schedule, rotation only, reused in 5 rounds.
ko|lkg .. ||ky||ko (16 bits * 8) « K (128 bits)

Subkey update
krllkell .. ke [lko < kq > 2|[kg 3> 12| ... ||k3]|k>
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Preliminaries\The rectangle attack

> The Differential attack [Biham et al. in 1991]:
find AP — AC with high probability P (Hard to find long trails).

P ApP=p@p’ P’

- . P=P{C@C =AC|P® P = AP)
C Acz(:@c”r Cf

Fig. Differential
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Preliminaries\The rectangle attack

» The Boomerang attack [Wagner in 19997 :

Treat cipher E as E, o £, calculate the probability (»p and q) and connect them.

@ Adaptive chosen plaintext/ciphertext attack. o I S S P>

a = [ with probability p
y = & with probability q

2,2

Pboomerang = P q

Improving the Rectangle Attack on GIFT-64
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Preliminaries\The rectangle attack

Boomerang attack P
Amplified boomerang attack g = Z P? (y; = 6)
[Kelsey et al. in 2000] N
(choose plaintext/ciphertext) a2 A2
Prectangle =27"p°q

& Steps:
* Choose plaintext P, @ P, =P; @ P, = «a.

> _4

Rectangle attack

[Biham et al. in 2001] P,,P,,P;, P, =k Cy,C,, Cs, Cy.
(choose plaintext/ciphertext)

« IfC; D C3=C, D C, =6, right quartet
{(Pl! Cl)! (PZJ CZ)’ (PBJ CB)’ (P4’ C4)}
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Preliminaries\The rectangle attack

« Song et al. proposed the most efficient and generic rectangle key recovery algorithm at

ASIACRYPT 2022
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Fig. Outline of rectangle key recovery attack
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Improving the Rectangle Attack on GIFT-64\Key guessing strategy

€ Notation
_ GS & Bit permutation kql|lko GS
APlaintext > AL — AXy, > AY, - e
- Based on the 20-round rectangle * The state: (backward i.e. Ej)
distinguisher of GIFT-64 which AX : after subkey addition < before Sbox;
proposed by Ji et al. in SAC 2020 AY : affer Sbox <> before bit permutation;

AZ : aftfer bit permutation < before subkey addition.
« Extend 3 rounds forward and

backward from the distinguisher
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> The related-key rectangle key recovery attack on GIFT-64.

plaintext-

y=+/5-22""/\/Py ciphertext
(— _EKl_)[Z .I/J
@ -
e L
4 2_)[2 ___Guess partially encrypt
subke partially decrypt
_EKg_)[E y
_ “ g —>{Ta)

Filter in Ej

")

|

['a

Filter in B and Ef

match quartets
> Llél—processi ng—>»

quartets

l

« Exhaustive search TélL
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Improving the Rectangle Attack on GIFT-64\Key guessing strategy

> Core idea:

Tradeoff the time complexity of each attack phase.

> Main question:

How to guess subkey bit and obtain the filtering bits?

> Basic rules:
@ Guessing fewer, acquiring more

@ Balance the ftime complexity of
« partially encryption and decryption. (T4)
* pair generation (T>)
 quartet generation and processing (T3)
Improving the Rectangle Attack on GIFT-64 14
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€ How to get filtering bits by guessing subkey bits?

> Guessing m, (resp.my) subkey bits to obtain > my, filtering bits r}, (resp.7})

« Example: 4/)

3 bit fix diff. (000?) - 0 bit fix diff. (?22?) = get 3 filtering bits
&
(ax=22[2?]—{ Sbox |—{ 4= 0007 |

> Advantage for time complexity: 2% x 273 = 271

Improving the Rectangle Attack on GIFT-64 15




» More advantage with subkey reusing:

Improving the Rectangle Attack on GIFT-64\Key guessing strategy

 Highlight green subkey bits can be used in round 1 and round 25

 Highlight cyan subkey bits can be used in round 2 and round 26

o guessed subkey bits o
Maximize — : < Maximize advantage !
filtering bits

AZy | rrrr e | e | e 100000000 (0000|0000 L1272 (7er ez ey e | 11077 (77| ey
kilko|15|15|14|14|13|13|12|12{11|11{10/10] 9|9 | 8|8 | 7|7 | 6|6 | 5|5 | 4|4 | 3|3 | 2|2 | 1|1 | 0|0
AZs | 7777 0000 | 7177 | 0000 | 0000 | 0000 {0000(0000(0001|0000(0000{0000{ 0000 | 0000 (0000|7177
kalke | 15|15 1414|1313 12[12|11|11[10[10] 99 [ 8[8 [ 7|7 [6]6 | 5|5 [ 4[4 | 3[3 | 2|2 | 1|1 | 0|0
.&525 TT07 | 707 | 707 | 707 | 70| 7770 (7770 'E'."::’:?{.}”[il'?'?? 0777107720077 2077 2077 170777077
kilko| 11|7 | 10[6 | 9|5 | 8[4 | 7[3 | 612 | 5[1 | 4]0 [3[15]2[14|1[13]0[12[15[11]14[10[13]9]12]8
AZogg| 77277 | 2007 0007 | 00V PVN0 | V0P NVVP2\V00V\ V000NNV VOP2\ V00| V70| 0007|000 0777
kslko| 117 | 10/6 | 9|5 | 8|4 | 7|3 | 6|2 | 5|1 | 4]0 [3|15|2(14|1|13[0|12]15[11|14[10|13(9|12|8

Table. reused subkey bits
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Improving the Rectangle Attack on GIFT-64\The dedicated model

& Variables:

« All involved subkey bits;

« All difference of involved state bits (fixed or unknown).

& Constraints

« The relation between guessing subkey bits and fixed state bits;

« The relation between {quessed subkey bits, fixed state bits}

and time complexity.

€ Objective function
« The most balanced time complexity.

Improving the Rectangle Attack on GIFT-64

Guessing the
subkey bits
or not?
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Result and extensions
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v’ Guessing strategy in Ef:

Guessing m;=18 subkey bits
to obtain r;=28 filtering

bits combine with reused
subkey bits.
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Result and extensions

Choose s =2 and h = 20 D=y-mn

\/ . — =
E,: (my = 30, r, = 44) T, — omitms 4. p — glI1.T8

« my=30, r,=44,1r, = O T, — omy+my o . . ors — 9l10.78

v Ef: (my = 64, 17 = 64) T, — 2mbtmy . D2 92ri42ri-2n o _ 9l1556
T, = Qmé-l—m}—l—k—m;—m}—h _ Qk—h _ 2108
| mf:18, rf:28’ rf - Dt tal = 4. = 263.78

Ttotal = 2110'06 éenc. & 2115'8 m.a. Mtotal — MO + M1 —+ MC

63.78 =4-D+2-D-2" 49"ty
Diotar = 27 _ 96378 | 96278 | 930
Mtotal = 26436 ~ 964.36
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Result and extensions

» Strategy Il » Attack on 23-round GIFT-128
v Eb: v Eb:
* guessing 26 subkey bits, * guessing 4 subkey bits,
obtain 39 filtering bits; obtain 7 filtering bits;
v Ef’ v Ef'
* guessing 22 subkey bits, « guessing O subkey bits,
obtian 34 filtering bits. obtian O filtering bits.
Tiorar = 211151 enc. & 211578 . a. o Tiprq = 21231 enc. & 212631 . q.
Diorar = 2378 Dyoiqr = 212131
Miotqr = 2°7° * Mygpq = 212163
Improving the Rectangle Attack on GIFT-64 23



Result and extensions

Method (related-key) Time Data Memory Online
Differential 212323 enc. 20096 210286 2021 ToSC
RCCTGHQIC 2122.78 enc. 263.78 263.78 2022 EC
Rectangle 212175 enc. 262715 262715 2022 Ins.C
R@CTGngle 2110.06 enc. & 2115.8 m.a. 263.78 264.36 ThlS
RZCTGngle 2111.51 enc. & 2115.78 m.a. 263.78 267.8 ThIS
Table. Results of 26-round attack on GIFT-64
Improving the Rectangle Attack on GIFT-64 24
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Summary

» The best attacks on GIFT-64 in terms of time complexity to date.

» An initial application of the generic rectangle key recovery algorithm

for the bit-wise block ciphers

» The dedicated model of key recovery attack on GIFT-64.

Improving the Rectangle Attack on GIFT-64 26
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