
Threshold Implementations 

with Non-Uniform Inputs

Siemen Dhooghe & Artemii Ovchinnikov
SAC 2023



Faculty of Engineering Science, ESAT, COSIC

Hardware vs side-channel attacks: 

How much security do we need?

Randomness

Latency

Security

Area

What if we will not EVALUATE, but ESTIMATE 

security…



Faculty of Engineering Science, ESAT, COSIC

Randomness

Latency

Security

Area

What if we will not EVALUATE, but ESTIMATE 

security…

Hardware vs side-channel attacks: 

How much security do we need?



Faculty of Engineering Science, ESAT, COSIC

In our work we consider 1st order TIs
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Glitch-extended bounded-query probing model
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Adversary advantage
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The previous model

Two probes => find correlation
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Our adaptation

Two probes => find correlation
One probe => find correlation (via 

input patterns)



• Linear mask – tuple of bits used for linear approximations of functions. If the 

tuple is all 0s, then the mask is not applied;

• Active bits – all bits with value “1” in the linear mask. Ex: [0,1,0,0] or [1,0,0,1];

Linear cryptanalysis of masked ciphers
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Chosen ciphers

Midori64 Prince

#Shares 3 3

State size 64 64

Random. 

bits
128 128

Latency 32 36

Area (GE) 7324 8353

Absolute 

Correlation
2-2 2-1.41

Prince (core):

Midori64 overview:
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PROLEAD

• G-test

• λ = 1

FPGA

• t-test

• λ ≈ 29

Practical evaluation

https://github.com/ChairImpSec/PROLEAD



Midori64
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Midori64: Bound

λ q (Adv=1)

No noise 1 ≈ 8 million 

FPGA noise <29 ≈ 4 billion
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Secure

Midori64: Non-uniform inputs

r1..r4 – random bytes (two nibbles), meaning: ri = ri1 || ri2, where ri1, ri2 – plaintext 

masks to make 3 shared version.

Insecure

Faculty of Engineering Science, ESAT, COSIC



Midori64: PROLEAD tests
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Midori64: PROLEAD tests
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PRINCE
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PRINCE: Bound

λ q (Adv=1)

No noise 1 ≈ 131k

FPGA noise <29 ≈ 67 million
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Secure

PRINCE: Non-uniform inputs

r1..r4 – random bytes (two nibbles), meaning: ri = ri1 || ri2, where ri1, ri2 – plaintext 

masks to make 3 shared version.

Insecure
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PRINCE: PROLEAD tests
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PRINCE: PROLEAD tests
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Conclusions and future work

Midori64 Prince

#Shares 3 3

State size 64 64

Random. 

bits

32

(-75%)

32 

(-75%)

Latency 32 48 

(+33%*) 

Area (GE) 7324 11050

(+32%*)

• Possible to reduce the randomness 

providing reasonable security

* Applicable to PROLEAD tests only, FPGA test are passed without additional overhead
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Conclusions and future work

Midori64 Prince

#Shares 3 3

State size 64 64

Random. 

bits

32

(-75%)

32 

(-75%)

Latency 32 48 

(+33%*) 

Area (GE) 7324 11050

(+32%*)

• Possible to reduce the randomness 

providing reasonable security

• Not only the randomness entropy is 

important, but also its placement

• Depends on the algorithm structure and 

its hardware implementation 

* Applicable to PROLEAD tests only, FPGA test are passed without additional overhead
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Conclusions and future work

Midori64 Prince

#Shares 3 3

State size 64 64

Random. 

bits

32

(-75%)

32 

(-75%)

Latency 32 48 

(+33%*) 

Area (GE) 7324 11050

(+32%*)

Things to work on in the future:

• Cheaper PRNGs since the 

randomness may be non-uniform

• Other algorithms 

• Higher-order security

* Applicable to PROLEAD tests only, FPGA test are passed without additional overhead
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your attention!
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