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Motivation & Background

Differential Cryptanalysis
Most popular attack to symmetric-key primitives
Exploiting a pair of input and output differences with a high probability

Security: Prob(∆P → ∆C)

Ex) Prob(∆P → ∆C) > 2−64 on a 64-bit cipher

→ differential distinguisher

However, such a pair is hard to find...
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CipherP C

CipherP ′ C ′

C ⊕ C ′ =P ⊕ P ′ = ∆P ∆C

∆P → ∆C with high Prob.
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Background

Differential characteristic
Sequence of differences over a cipher

Prob.(C): Product of probabilities on each round

Prob.(C) = ∏r
i=1 Prob.(∆Ri−1 → ∆Ri)

Weight: −log2 (Prob.(C))
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C ⊕ C ′ = ∆C∆R1 ∆R2

C = (∆P → ∆R1 → ∆R2 → · · · → ∆C)
Differential characteristic

= ∆R0 ∆Rr =
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Background

Differential characteristic
Goal for designers

Bounds Max(Prob.(C)) below 2−b, b: size of block
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Background

Differential characteristic
Goal for designers

Bounds Max(Prob.(C)) below 2−b, b: size of block

Goal for attackers
Finds a differential characteristic with as high a probability as possible
No need to consider internal differences (∆R1,∆R2, ... ,∆Rr−1)
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Motivation & Background

Differential
Pair of the input and output differences (No information about the internal differences)
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CipherP C

CipherP ′ C ′

C ⊕ C ′ =P ⊕ P ′ = ∆P ∆C

Differential (∆P,∆C)
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Motivation & Background

Differential
Pair of the input and output differences (No information about the internal differences)
Clustering effect

We can see it as a bunch of differential characteristics
Prob.((∆P,∆C)): Sum of probabilities of all differential characteristics

Prob.(differential) > Prob.(differential characteristic)
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Motivation & Background

Automatic search tools for differential characteristics
MILP/CP/SAT-based tools
SAT is the problem that checks if a given Boolean formula can turn TRUE or False

1. Propagation of the differences in a cipher (given as clauses)

2. Sum of all variables to express weight (given as clauses)
Check existence of the propagation of differences under Σr ·n−1

i=0 wi ≤ k
If there is no such a propagation → increment k and repeat this procedure
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fb = (x0 ∨ x1 ∨ x2) ∧ (x2 ∨ x3 ∨ x4) ∧ (x0 ∨ x2 ∨ x4)∧, . . . ,∧(x7 ∨ x8 ∨ x9)

Propagation of differences Σ
r·n−1

i=0
wi ≤ k

Clauses

CNF
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Motivation & Background

Automatic search tools for differential
SAT-based tools

1. Find the optimal differential characteristic

2. Fix the input and output differences

3. Search the differential characteristics under the fixed differences (clustering effect)

4. Calculate the probability

Useful for constructing a diferential with a high probability

However,
It is just a straightforward extension of tools for differential characteristic

Not optimized for finding a differential with a high probability

We need to optimize these tools for differentials

7 / 28
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Our approach

We develop Sun et al’s SAT-based tool [SWW21] to find a good
differential

We optimize the evaluation of clustering effect for the multi-thread environment
This optimization is enable to evaluate the wide range of differential characteristics
which are the seed of differentials
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Concept of Our Framework

We evaluate clustering effect for multiple differential characteristics
with a high probability

Procedure of our framework
1. Find the differential characteristics with a high probability having the different

input and output differences (not only optimal differential characteristics)
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Concept of Our Framework

We evaluate clustering effect for multiple differential characteristics
with a high probability

Procedure of our framework
1. Find the differential characteristics with a high probability having the different

input and output differences (not only optimal differential characteristics)

2. Evaluate clustering effect for the found differential characteristics
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Concept of Our Framework

We evaluate clustering effect for multiple differential characteristics
with a high probability

Procedure of our framework
1. Find the differential characteristics with a high probability having the different

input and output differences (not only optimal differential characteristics)

2. Evaluate clustering effect for the found differential characteristics

3. Calculate probabilities for all differentials and find the highest one
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Concept of Our Framework

We evaluate clustering effect for multiple differential characteristics
with a high probability

Procedure of our framework
1. Find the differential characteristics with a high probability having the different

input and output differences (not only optimal differential characteristics)

2. Evaluate clustering effect for the found differential characteristics

3. Calculate probabilities for all differentials and find the highest one

Conducting these evaluation is difficult due to a high computational cost
9 / 28

(∆P ′′,∆C ′′)

(∆P ′,∆C ′)

(∆P,∆C) with Prob. 2−p

with Prob. 2−p+1

with Prob. 2−p+2

2.2

Our Framework



Incremental SAT

We fully leverage an Incremental SAT
Solving a general SAT multiple times with a small modification

Much more efficient than solving general SAT multiple times
Used to evaluate clustering effect in many works
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Give a CNF

Output ”SAT” Output ”UNSAT”

End

UNSAT

SAT
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Incremental SAT

We apply an incremental SAT to
Enumerate all differential characteristics with a certain weight having the different
input and output differences

Adding a new clause to eliminate the same input and output differences
whenever finding a differential characteristic
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Incremental SAT

We apply an incremental SAT to
Enumerate all differential characteristics with a certain weight having the different
input and output differences

Adding a new clause to eliminate the same input and output differences
whenever finding a differential characteristic

Evaluate clustering effect
Adding a new clause to fix the input and output differences
Adding a new clause to eliminate the same internal propagation whenever
finding a differential characteristics
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Optimizing for Multi-Thread Environment

Question
Solving a single incremental SAT on multi threads is really efficient?

In case of a general SAT
Solving it on multi threads has a positive impact on runtime [EME22]

In case of an incremental SAT
We evaluate runtime of several setting satisfying following equation:

Pdeg = Tm
Ts

Pdeg: Degree of parallelization to solve multiple incremental SAT
Tm: The total number of threads assigned for our evaluations
Ts: The number of threads assigned to solve a single incremental SAT
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Optimizing for Multi-Thread Environment

Results on PRINCE and QARMA64
PRINCE : Tm = 8, (Pdeg, Ts) = (1, 8), (2, 4), (4, 2), (8, 1)
QARMA64: Tm = 16, (Pdeg, Ts) = (1, 16), (2, 8), (4, 4), (8, 2), (16, 1)

Solving multiple incremental SAT on each thread
>

Solving a single incremental SAT on multi threads
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Optimizing for Multi-Thread Environment

Observations
Increasing the degree of parallelization is greatly useful to improve runtime
Assigning many threads to solve a single incremental SAT does not improve runtime
In the same degree of parallelization, Assigning many threads to solve a single
incremental SAT is worsen than assigning a single threads in terms of runtime

Tm = 8, Pdeg = 8, Ts = 1 on the 6 round QARMA64: 35m15s
Tm = 16, Pdeg = 8, Ts = 2 on the 6 round QARMA64: 1h6m4s

14 / 28
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Optimizing for Multi-Thread Environment

Observations
Increasing the degree of parallelization is greatly useful to improve runtime
Assigning many threads to solve a single incremental SAT does not improve runtime
In the same degree of parallelization, Assigning many threads to solve a single
incremental SAT is worsen than assigning a single threads in terms of runtime

Tm = 8, Pdeg = 8, Ts = 1 on the 6 round QARMA64: 35m15s
Tm = 16, Pdeg = 8, Ts = 2 on the 6 round QARMA64: 1h6m4s

Conclusion
Assigning a single incremental SAT problem to each thread is more advantageous

We decide to assign an independent incremental SAT to each thread
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Application to PRINCE and QARMA

PRINCE
64-bit block cipher based on SPN
Reflection construction for low-latency applications

QARMA
There are two variant called QARMA64/128
64(128)-bit tweakable block cipher based on SPN
Reflection construction for low-latency applications

15 / 28

SB SRMC SB SRMC SB SRMC SB SRMC SB SRMC

SB SRMC
−1−1

SB

MC

SB
−1

SB SRMC
−1−1

SB SRMC
−1−1

SB SRMC
−1−1

SB SRMC
−1−1

k0

k1

k1

RC0 RC1 RC2 RC3 RC4 RC5

RC11 RC10 RC9 RC8 RC7 RC6

k0

k
′

0
β

β

! " #

$ %

# !

!! " ##

&

'

(!

)!

("

*"

*"

+

,

$ % $ % $ % $ %

! " # ! " # ! " # ! " #

-

(!

)"

(!

)#

(!

)$

(!

)%&"

!

!

! " #! " #! " #! " # !

(!

)!
*!

(!

)"

(!

)#

(!

)$

(!

)%&"

'

$ % $ % $ % $ % $ %!

' ' '

*!

3.1

Applications



Application to PRINCE and QARMA

PRINCE
64-bit block cipher based on SPN
Reflection construction for low-latency applications

QARMA
There are two variant called QARMA64/128
64(128)-bit tweakable block cipher based on SPN
Reflection construction for low-latency applications

Why PRINCE and QARMA?
• Low-latency primitives tend to be weak at differential cryptanalysis

▶ Mantis and SPEEDY are broken by differential
cryptanalysis [BDBN22, DEKM16]

▶ The best attack to PRINCE is differential cryptanalysis [CFG+14]

• To investigate the impact of the different design strategy in a linear layer on
the behavior of differentials
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Results on PRINCE

Distinguishing attack on 7 rounds
The known best one is on 6 rounds [CFG+14]

∗ Environment: Apple M1 MAX with 64 GB of main memory
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Results on QARMA64

Distinguishing attack on 7 rounds (SK setting)
The known best one is on 6 rounds [YQC18] (SK setting)

Distinguishing attack on 10 rounds (RT setting)
The known best one is on 9 rounds [ADG+19] (RT setting)

∗ Environment: Intel Xeon Gold 6258R CPU (2.70 GHz) with 256 GB of main memory.
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Results on QARMA128

Distinguishing attack on 10 rounds (SK setting)
The known best one is on 6 rounds [YQC18] (SK setting)

Distinguishing attack on 12 rounds (RT setting)
The known best one is on 8 rounds [LHW19] (RT setting)

∗ Environment: Intel Xeon Gold 6258R CPU (2.70 GHz) with 256 GB of main memory.
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Comparison with PRINCE and QARMA

Gap of the probability between differential characteristics and differentials
PINRCE on 8 rounds

Optimal differential characteristic: 2−66

Best found Differential : 2−64.389

Gap: 21.611

QARMA64 on 8 rounds (SK setting)
Optimal differential characteristic: 2−72

Best found Differential : 2−64.845

Gap: 27.155

19 / 28
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Comparison with PRINCE and QARMA

Gap of the probability between differential characteristics and differentials
PINRCE on 8 rounds

Optimal differential characteristic: 2−66

Best found Differential : 2−64.389

Gap: 21.611

QARMA64 on 8 rounds (SK setting)
Optimal differential characteristic: 2−72

Best found Differential : 2−64.845

Gap: 27.155

Behavior of this gap is different between PRINCE and QARMA

Question
Where does this difference come from?
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Comparison with PRINCE and QARMA

Non-linear layer (S-box)
PRINCE

4-bit S-box, MDP/ALB = 2−2, full diffusion property
QARMA64

4-bit S-box, MDP/ALB = 2−2, full diffusion property
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Comparison with PRINCE and QARMA

Non-linear layer (S-box)
PRINCE

4-bit S-box, MDP/ALB = 2−2, full diffusion property
QARMA64

4-bit S-box, MDP/ALB = 2−2, full diffusion property

Linear layer (matrix and permutation)
PRINCE

Designed to ensure 16 active S-boxes in consecutive four rounds

Matrix: Constructed by 2 different 16 × 16 matrices
QARMA64

Designed based on an almost MDS matrix suitable for hardware implementation

Matrix: Constructed by a single 16 × 16 matrix

20 / 28
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Comparison with PRINCE and QARMA

Macro perspective
PRINCE

Round function can be viewed constructed by 2 different super S-boxes
QARMA64

Round function can be viewed constructed by a single super S-box

Micro perspective
PRINCE

Each output nibble in a matrix comes from four input nibbles
QARMA64

Each output nibble in a matrix comes from three input nibbles

We investigate the impact of these different properties
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Comparison with PRINCE and QARMA

We change the matrix in PRINCE to:
Me1 = diag(M̂ (0) , M̂ (0) , M̂ (0) , M̂ (0) )
Me2 = diag(circ(0, 𝜌1, 𝜌2, 𝜌1), circ(0, 1, 𝜌2, 1), circ(0, 1, 𝜌2, 1), circ(0, 𝜌1, 𝜌2, 𝜌1))
Me3 = diag(circ(0, 𝜌1, 𝜌2, 𝜌1), circ(0, 𝜌1, 𝜌2, 𝜌1),

circ(0, 𝜌1, 𝜌2, 𝜌1), circ(0, 𝜌1, 𝜌2, 𝜌1))

Me1

Macro: Single super S-box
Micro: Output nibble in a matrix comes from four input nibbles

Me2

Macro: Two different super S-boxes
Micro: Output nibble in a matrix comes from three input nibbles

Me3

Macro: Single super S-box
Micro: Output nibble in a matrix comes from three input nibbles
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Comparison with PRINCE and QARMA

Results on Me1, Me2, Me3
Original matrix and Me1 has a good resistance against clustering effect
Macro perspective is different but Macro perspective is same

Output nibble in a matrix comes from four input nibbles
Ankele and Kölbl reported that clustering effect easily happen
in MIDORI and SKINNY [AK18]
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Key Recovery

Key-recovery attacks to QARMA
First key-recovery attack to QARMA by differential cryptanalysis

Cipher Attacked
Type‡ Outer

Time Data Memory Validity$ Reference
(Setting†) # Rounds whitening

QARMA-64
10 (3+2+5) MITM No 270.1 253 2116 ✓ [ZD16]

(SK)
10 (3+2+5) ID Yes 2119.3 261 272 × [YQC18]
11 (3+2+6) ID Yes 2120.4 261 2116 × [YQC18]

QARMA-64

10 (2+2+6) ID Yes 2125.8 262 237 × [ZD19]

(RT)

10 (4+2+4) TD Yes 283.53 247.06 280 × Our
10 (3+2+5) TD Yes 275.13 247.12 272 ✓ Our
10 (3+2+5) SS Yes 259.0 259.0 229.6 ✓ [LHW19]
11 (4+2+5) TD Yes 2111.16 234.26 2108 × Our
11 (4+2+5) ID No 264.92 258.38 263.38 ✓ [LZG+20]
12 (3+2+7) ZC/I Yes 266.2 248.4 253.7 ✓ [ADG+19]

QARMA-128
10 (3+2+5) MITM No 2141.7 2105 2232 ✓ [ZD16]

(SK)
10 (3+2+5) ID Yes 2237.3 2122 2144 × [YQC18]
11 (3+2+6) ID Yes 2241.8 2122 2232 × [YQC18]

QARMA-128

11 (4+2+5) TDIB Yes 2126.1 2126.1 271 ✓ [LHW19]

(RT)

11 (4+2+5) ID No 2137.0 2111.38 2120.38 ✓ [LZG+20]
11 (7+2+2) TD Yes 2104.60 2124.05 248 ✓ Our
12 (7+2+3) TD Yes 2154.53 2108.52 2144 × Our
12 (3+2+7) MITM Yes 2156.06 288 2154 ✓ [LZG+20]
13 (8+2+3) TD Yes 2238.02 2106.63 2240 × Our

‡ TD: Truncated Differential, MITM: Meet-in-the-Middle,
$ The designer claims that the multiplication of time and data complexities for QARMA-64 and QARMA-128 should

be less than 2128−𝜖 and 2256−𝜖 for a small 𝜖 (e.g., 𝜖 = 2), respectively. The symbol ‘✓’ indicates that the attack
is feasible within the designer’s security claim and the symbol ‘×’ indicates otherwise.
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Summary

Design an efficient SAT-based tool for constructing good differentials
Develop Sun et al’s SAT-based tool for constructing differentials optimized for
the multi-thread environment

Improve the distinguishing attack to PRINCE and QARMA
Find a new differential distinguishers

Investigate the differential behavior on PRINCE and QARMA
Show the different design concept having the impact on the differential behavior

Give the key-recovery attack to QARMA
Give the key-recovery attack to QARMA by differential cryptanalysis for the first time
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